FoxGate F800S-L Firewall

‘ Min samoBneHHA ‘ BupoGHUK: FoxGate

Onuc

FoxGate F800S-L - 6aratosimepuuii 6paHnMayep, Ipu3HauyeHUN AJIS MaJluX i cepengHix odicHuX
MepexX. [IpucTpiil 1erko iHTerpyeThCA B MepexXy i BOJIOAi€ BeTUKUMU QYHKUIIMU A7 11 3aXucTy. Bin
MozKe 00p0oOIATH BENUKY KiIbKiCTh KITIEHTCHKUX 3allUTiB He3aekHO Bifl iXHbOI IPUPOAU, TAKUX,
Hanpukiaf, gk HanamTyBaHHS VLAN-iB, PPPoE, 3anutu DHCP, dinsTparnis Tpadika T.iH.

FoxGate F800S-L mae 5 moprtis 10/100/1000Mb. Y FoxGate F800S-L BOynoBauuii 64-6iTHuM
OaraTosimepHU ITPOIIeCOp 3 BUCOKOIIBUAKICHOIO IIMHOIO [IJIS allapaTHOro ypaBiinusg 6a3amu VPN,
QOS i moTOKOM faHUX, 110 MO3BOJISIE KITiEHTAM YHHUKATU TPYAHOIIIB 3 Tpaputiiaumu ASIC, CPU a6o 3
MepeKEeBUM IIPOLIECOPOM.

K/ 11090Bi B/JIaCTHBOCTI:

¢ BuCOKONPOOYyKTUBHUM;

e Jlerko iHTErpoOBaHUY 3a PaXyHOK HEBEJIMKUX PO3MIpiB;

e CepirioO3He pilleHHs A1 3axucTy Big DDoS aTak;

e TTo6ymoBaHuM Ha BUCOKOIIPORYKTUBHOMY GaraTosiepHOMY i 6araTonoToKOBOMY IIPOLecopi,
SIKWH 3MaTHUN 00pO6IATH BENTUKY KilbKiCTh ITAKETiB;

e Anmapatso peanidoBanu#i DPI, IPSEC VPN, SSL VPN;

e [TinTpumye USB KEY 3 RSA ayTtentudixariieio ansg peectpaiii SSL VPN ceciii;

e [linTpuMKa piBHIB 6e3MEYHOr0 3aXUCTy 5-7, Takux K Java Applet, Active-X, URL filter;
e ITligTpuMka ¢ynkuii anti-ARP, sika 3anobirae BipycuuM atakam Ha ARP Ta6nuiro;

e [TinTpumka SNMP V1/V2, a TakoX npoTokoiay Mapmpytu3salil OSPF;

e EneprocnoxuBaHHsg 20 BT

XapakKTepUCTUKHU

[IBuaxkoOis

Max kinekicts TCP ceciit 50.000, moxke 6yTu 36inbineHo mo 80.000
[TpomyckHa 30aTHICTH 200 Mbps

[TponyckHa 3maTHICTH (TakeTu 64 50 Mbps

byte)

IPSEC VPN TtyHenis 256

[IpontyckHa 3paTHiCTS IPSEC VPN

(3DES + SHA-1) 200 Mbps
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Transit, Route/NAT, L2/L3 3MimaHuii pexXuM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit , Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SYN Flood attack defense, Abnormality packets defense, IP
fragment packets attack defense, IP abnormal parameter
detection, TCP abnormal detection, IP address spoofing defense,
I[P address scanning attack defense, Port scanning protect

Security access manage, Read or Write only access, ACL, Access
type limit, SSH, SSL, Centralized Authentication, Radius access
authentication

OQinbTp 3a KI0YOBUMU cloBaMu, 6510KyBaHHS JAVA Applet-is,
¢ineTp URL, cnucok Bigkputux i 3akputux URL, cnucox URL gnsa
nepenadi i mpuiomy

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall/VPN sessions synchronization, Configuration file
synchronization, Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy

Several Syslog (TCP/UDP) Server, Email, SNMP v1/v2c, VPN
tunnel monitor
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