FoxGate FS800E-V2 Firewall

| Min samoBneHHA | BupoGHUK: FoxGate

Onuc

FoxGate F800E-V2 - 6araTosimepHuit 6paHgMayep, Mpu3HaYeHUH 719 MepeX MiAITpPUEMCTB,
oriepaTopiB 3B's3KY i 6a3 maHux. [IpUCTPill TETKO IHTErPYETHCS B MEPEXKY i BOJIOMi€ BETUKUMHU
GbyHKIiAMY A4 11 3aXUcTy. BiH Moxe 00p0o0IaTH BENIUKY KilbKiCTh KJIIEHTCHKUX 3alIUTIB HE3AJIEXKHO
Bifl IXHBOI IPUPOAY, TaKUX, HANIpUKIag, K HanamrtyBaHHs VLAN-iB, PPPoE, 3anutu DHCP,
¢binpTpania Tpadika T.iH.

FoxGate F800E-V2 mae 8 nopriB 10/100/1000Mb nnst migkmioueHHs cepBepiB B 6e3neuny DMZ
mepexy. Y FoxGate F800E-V2 BOynoBauuit 64-0iTHUM GaraTosgepHuil IpoIecop 3
BHCOKOIIIBUIKiICHOIO IIIMHOIO AJIS arapaTHoro ynpasminHsg 6a3amu VPN, QOS i moTOKOM [aHUX, II0
MO3BOJISIE KITIEHTAM YHHUKATU TPYAHOIIIB 3 Tpaauliiiiaumu ASIC, CPU a6o 3 MepeKeBUM IIPOI[ECOPOM.

K/ 11090Bi B/IaCTHBOCTI:

e BuCOKONPOOyKTUBHUM;

e Cepiio3He pileHHs A7 3axUcTy Big DDoS artak;

e [ToOymoBaHu# HAa BUCOKOIIPOAYKTUBHOMY OaraTosiiepHoOMYy i 6araTomoTOKOBOMY ITPOLIECOPi,
SIKWH 3MaTHUN 00PO6ISITH BETUKY KilbKiCTh MTAKETiB;

e AnapatHo peanidoBanuui DPI, IPSEC VPN, SSL VPN;

e [TigTpumye USB KEY 3 RSA ayteHTudikamieio ans peecrpatil SSL VPN cecii;

e [linTpuMKa piBHIB 6e3MEYHOr0 3aXUCTy 5-7, Takux K Java Applet, Active-X, URL filter;
[TinTpumka ¢yHKIil anti-ARP, sika 3ano0irae BipycHuM atakaM Ha ARP Tabmuiiio;
[MinTpumka SNMP V1/V2, a TakoX npoToKoIy Mapmpytu3salil OSPF;

EneprocnoxuBauusa 20 Bt

XapakKTepUCTUKHU

IiBuaKkoaisa

Max kinekicte TCP ceciu 1.000.000
[IponyckHa 30aTHICTH 1 Gbps
[IponiyckHa 3maTHICTH (TaKeTH 64 150 Mbps
byte)

IPSEC VPN TtyHernis 4000
[Iponyckua 3gaTHicTs IPSEC VPN 1 Gbps

(3DES + SHA-1)
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Transit, Route/NAT, L2/L3 3mimaHuil pexum

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509 ), IPSec NAT transit, Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SYN Flood attack defense, Abnormality packets defense, IP
fragment packets attack defense, IP abnormal parameter
detection, TCP abnormal detection, IP address spoofing
defense, IP address scanning attack defense, Port scanning
protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication, Radius
access authentication

®inbTp 3a KI0YOBUME cl10BaMH, O10KyBaHHSA JAVA Applet-is,
¢ineTp URL, cnincok Bigkputux i 3akputux URL, cnucox URL
OJ1s Iepepadi i mpuomy

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall/VPN sessions synchronization, Configuration file
synchronization, Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy

Several Syslog (TCP/UDP) Server, Email, SNMP v1/v2c, VPN
tunnel monitor
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