FoxGate FS800E-10G Firewall

| Min samoBneHHA | BupoGHUK: FoxGate

Onuc

FoxGate F800E-10G - 6aratosinepuuii 6pangMayep, pu3HadeHuH A1 MepeX HifnpueEMCTB,
oriepaTopiB 3B's13KY i 6a3 maHuX. [IpUCTPil TETKO IHTErPYETHCS B MEPEXKY 1 BOJIOMi€ BETMKUMHU
GyHKLiIMHU 14 ii 3axuCcTy Mepexi. Bin Moxke 06pob6aTH BeNUKY KiJTbKiCTh KJTIEHTCHKUX 3allUTiB
He3aJIekKHO Bif] IXHbOI IPUPONHM, TaKUX, HANPUKIa[, K HanamTyBaHHa VLAN-iB, PPPoE, 3anutu
DHCP, ¢inbTpanis Tpadika T.iH.

FoxGate F800E-10G mae ogus mopT 10/100/1000Mb, 10 kombinoBanux GE SFP nopris i 2 moptu
10GE XFP pna nigkmtodeHHs cepBepiB B Oe3neuny DMZ mepexy. Y FoxGate FB00E-10G BO6ymoBanuit
64-6iTHuit GaraTosiepHUN IPOIECOP 3 BUCOKOUIBUAKICHOO IIMHOIO [JIt allapaTHOTO YIIPaBIiHHS
6a3zamu VPN, QOS i moTokoM maHuX, 110 J03BOJISE KilieHTaM yHUKaTH TpynHouiB 3 ASIC, CPU a6o 3
MepeKeBUM IIPOLIECOPOM.

K/ 11090Bi BJIaCTHBOCTI:

¢ BuCOKONPOOYyKTUBHUM;

e Cepii03He pilleHHA A1 3axXUCTy Big DDoS artak;

e [ToOynoBaHUY Ha BUCOKOIPOOYKTUBHOMY OaraTosimepHOMY i 6araTomoTOKOBOMY IIPOIECODI,
SIKUM 30aTHUN 00POOIIATH BEIUKY KilbKiCTh IAKETIB;

e AmapatHo peanizoBanuu DPI, IPSEC VPN, SSL VPN;

e [TigTpumye USB KEY 3 RSA aytentudikamnieio ans peecrpatil SSL VPN cecii;

e [linTpuMKa piBHIB 6e3MEYHOr0 3aXUCTy 5-7, Takux K Java Applet, Active-X, URL filter;

e [TinTpuMka ¢yHKIl anti-ARP, ska 3anobirae Bipycuum atakaM Ha ARP TaGmnuirio;
[MinTpumka SNMP V1/V2, a TakoX IpoToKoIy MapiipyTtu3sallil OSPF;

Eneprocnoxvsauusa 75 BT

XapaKTepUCTUKHA

MIBungkomin

Max xinekictb TCP ceciit 5.000.000, moxe OyTu 30inbirero xo 10 mnH
[IponyckHa 30aTHICTH 20 Gbps
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1 GE RJ-45, 12 GE RJ-45/SFP i 2 10GE XFP
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AC 100-240V 50/60Hz
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Transit, Route/NAT, L2/L3 3mimanuii pexxum

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit , Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SSL VPN access, SYN Flood attack defense, Abnormality packets
defense, IP fragment packets attack defense, IP abnormal
parameter detection, TCP abnormal detection, IP address
spoofing defense, IP address scanning attack defense, Port
scanning protect

Security access manage, Read or Write only access, ACL, Access
type limit, SSH, SSL, Centralized Authentication, Radius access
authentication

®inbTp 3a KMOY0BUME clToBaMH, 0110KyBaHHS JAVA Applet-is,
¢ineTp URL, cniucoxk Bigkputux i 3akputux URL, cnucox URL
IJ1s Iepepadi i mpuomy

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF
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Firewall/VPN sessions synchronization, Configuration file
synchronization, Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy

. . ... Several Syslog (TCP/UDP) Server, Email, SNMP v1/v2c, VPN
MOHITOPHHT Ta PeecTpallis momin )
tunnel monitor

HA (High Availability)
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