FoxGate F800S-L Firewall

| MNop 3axas | [Ipou3BOOUTENE: FoxGate

Onucanue

FoxGate F800S-L - MHOTOsimepHbIHM OpaHaMayap, IpefHa3HaueH 719 MaJibIX ¥ CPeOHUX O(PUCHBIX
ceTel. YCTPOUCTBO JIETKO HHTETPUPYETCS B CETh U 00afgaeT OOMUPHBIMU QYHKIIUSIMU OJIS 3aIIUATH
cetH. [lTaHHOE YCTPOMCTBO MOKeT oOpabaThiBaTh OOJIBIIOE KOIMYECTBO KJIMEHTCKUX 3alIpPOCOB B HE
3aBUCHUMOCTH OT UX IIPUPOLLI, TAKUX, HAllpuMep, Kak: HacTpoiika VLAN-0B, PPPoE, 3anpocet DHCP,
¢bunpTpanusa TpadrKa U APyroe.

FoxGate F800S-L umeert 5 nmoptoB 10/100/1000Mb. B FoxGate F800S-L BcTpoeH 64-0uTHEIM
MHOTOSIIEPHBIN ITPOIIECCOP C BEICOKOCKOPOCTHOM IIMHOM M7 anmapaTHOro ynpasienus: 6asamu VPN,
QOS u mOTOKOM [IaHHBIX, UTO II03BOJIAET KIMEeHTaM u3berath 3aTpyoHEHU ¢ TpagunoHHKIMU ASIC,
CPU unu ¢ ceTeBBIM IIPOILIECCOPOM.

Ki1roueBbIe CBOMCTBA:

¢ BHICOKOTIPOX3BOAUTENbHBIMH;

e JIerko MHTETpUPYEMBIN 3a CYeT HEOOIbIINX Pa3MepOB;

e Cepbe3HOe pelleHue A1 3aluTh 0T DDoS aTtak;

e [TocTpoeH Ha BEICOKOIIPOU3BOLUTEIFHOM MHOTOSIAEPHOM B MHOTOIIOTOYHOM IIPOLIECCOPE,
KOTOPHIH crtocobeH 06pabaThiBaTh OOIBIIIOE KOJTHYECTBO ITAKETOB;

e AnmmapatHo peanu3oBad DPI, IPSEC VPN, SSL VPN;

e [TogmnepxuBaeT USB KEY c RSA ayrentudukauuen ans perucrpanuu SSL VPN ceccui;
« [TogmepKKa ypoBHe# 6e30MmacHOM 3aluTh 5-7, TaKux Kak Java Applet, Active-X, URL filter;
e TTonmepxkka ¢yHkimu anti-ARP, koTopas usberaeT BUpycHyIo aTaky Ha ARP Tabmuiy;

e [Togpepxka SNMP V1/V2, a Takxke npotokosa MapupyTtusanuuu OSPF;

e JHepromnotpebdnenue 20 BT.

XapaKTepUCTUKH

BbICcTpoaercTBHE

Max konudectBo TCP ceccuit 50000 moxkeT 65ITh yBenmnueHo fo 80000
[TpomyckHas CltOCOOHOCTh 200 Mbps

[TponyckHas crioco6HOCTh(IIAKeTH 64 50 Mbps

byte)

IPSEC VPN tyHHeneu 256
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Transit, Route/NAT, L2/L3 cMellaHHbIN peXUM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit, Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SYN Flood attack defense, Abnormality packets defense, IP
fragment packets attack defense, IP abnormal parameter
detection, TCP abnormal detection, IP address spoofing
defense, IP address scanning attack defense, Port scanning
protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication,
Radius access authentication

®unpTp MO KITIOUYEBHIM CJI0BaM, 6110KupoBKa JAVA Applet-0B,
¢unsTp URL, crimcok OTKPHITHIX ¥ 3aKpHITEIX URL, cricok
URL mg nepemayu U mpueMa

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP
relay (server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall / VPN sessions synchronization, Configuration file
synchronization , Full Mesh configuration, HA
communication traffic encrypt, HA member authentication,
Traffic manage, Traffic policy

Several Syslog (TCP/UDP) Server, Email, SNMP v1/v2c, VPN
tunnel monitor
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