FoxGate F800S-H Firewall

| MNop 3axas | [Ipou3BOOUTENE: FoxGate

Onucanue

FoxGate F800S-H -mHoTr0simepHbIHM GpaHaMayap, IpefHa3HaueH [JIs MaJibIX ¥ CPeOHUX OPUCHBIX
ceTell. YCTPOICTBO JIETKO UHTETPUPYETCS B CETh U 00/1afaeT OOMMPHEIMY QYHKUKUAMY 71 3aIIUAThI
ceTu. JlaHHOE YCTPOUCTBO MOXKeET oOpabaThiBaTh OOJIBIIOE KOTMUYECTBO KJIMEHTCKUX 3alIpOCOB B HE
3aBUCHUMOCTH OT UX NIPUPOLLI, TaKUX, HAllpuMep, Kak: HacTpoiika VLAN-0B, PPPoE, 3anpocet DHCP,
¢bunbTpauus Tpaduka u gpyroe.

FoxGate F800S-H umeet 5 moptoB 10/100/1000Mb. B FoxGate F800S-H BcTpoen 64-6uTHBIM
MHOTOSIIEPHEIN ITPOIIECCOP C BELICOKOCKOPOCTHOM LIMHOM MAJIS alllapaTHOro yrnpasnenus 6azamu VPN,
QOS u MOTOKOM [IaHHBIX, YTO IIO3BOJIIET KIMEeHTaM u30erath 3aTpyqHEHU ¢ TpagulmoHHKMU ASIC,
CPU unu ¢ ceTeBBIM IIPOLECCOPOM.

KnioueBble CBOUCTBA:

¢ BHICOKOTTPOM3BOIUTEBHBIN;

e JIerko MHTETpUPYyEMBIii 3a CYeT HeOOIbIINX Pa3MepOB;

e Cepbe3HOe pelleHue A 3auuThl 0T DDoS aTtak;

e [TocTpoeH Ha BHICOKOMIPOU3BOOUTENIBHOM MHOTOSIHEPHOM U MHOT'OIIOTOYHOM IIPOLIECCOPE,
crmocoO6HOM 00pabaTeiBaTh OOJIBIIOE KOTMYECTBO IAKETOB;

o AnmapatHo peanu3oBaH DPI, IPSEC VPN, SSL VPN;

e [TopmepxuBaet USB KEY ¢ RSA aytenTudukamnuei ans peructpanuu SSL VPN ceccuy;
[TogmepzkKa ypoBHel 6e30macHOM 3aluTH 5-7, TakuxX Kak Java Applet, Active-X, URL filter;
[Mogmepxka pyuKImMu anti-ARP, KoTopas npemoTBpalaeT BUpycHEle aTaku Ha ARP Tabmuiry;
[Topmepxka SNMP V1/V2, a Takxke npoTokosa Mapupyrtusanuu OSPF;

e JHepromnoTtpebnenue 20 BT.

XapakKTepUCTUKHA
BuIcTpOoaencTBHE

Max konuyectBo TCP ceccun 200000
[TponyckHas ciocoOHOCTh 200 Mbps
[TpomyckHas CI0COOHOCTE (ITaKeTEI

64 byte) 50 Mbps
IPSEC VPN TyHHenei 512
[TpomyckHas crocoOHOCTh IPSEC 200 Mbps

VPN (3DES+SHA-1)
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Transit, Route/NAT, L2/L.3 cMellIaHHLIN PEXUAM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit, Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SYN Flood attack defense, Abnormality packets defense, IP
fragment packets attack defense, IP abnormal parameter
detection, TCP abnormal detection, IP address spoofing
defense, IP address scanning attack defense, Port scanning
protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication, Radius
access authentication

OunbTp MO KIII0YEBEIM cJIoBaM, O10kupoBKa JAVA Applet-0B,
¢unsTp URL, cimicok OTKpHITHIX U 3aKphIThix URL, cincok URL
IJ1s Iepefavyy U mpuema

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall / VPN sessions synchronization, Configuration file
synchronization , Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy

Several Syslog(TCP/UDP) Server, Email, SNMP v1/v2c, VPN
tunnel monitor
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