FoxGate FS800E-V2 Firewall
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Onucanue

FoxGate F800E-V2 -MHorosimepHblit OpaHaMayap, TpegHa3HadyeH [ ceTel IpPeanpusaTii,
0TIepaTopOB CBSI3U U 0a3 JaHHBIX. YCTPOMCTBO JIETKO HHTEIPUPYETCS B CETh U 00nafgaeT 00MUPHBIMU
GYHKUMSMY OJ15 3alIUTH CeTU. [laHHOEe YCTPOKUCTBO MOXKeT o0pabaThiBaTh O0IbIIOE KOJIMYECTBO
KJIMEHTCKUX 3aIllpOCOB B HE 3aBUCUMOCTH OT UX IIPUPOMLI, TaKUX, HallpuMep, Kak: HacTpoiika VLAN-
oB, PPPoE, 3anpocet DHCP,punsrpanusa tpaduka u gpyroe.

FoxGate F800E-V2 umeet 8 moptoB 10/100/1000Mb myist mogkitoyeHusi cepBepoB B 6e3omacHyo DMZ
ceTb. B FoxGate F800E-V2 BcTpoeH 64-0MTHEIN MHOTOSIAEPHEIN IIPOIIECCOP C BELICOKOCKOPOCTHOM
IUHOM IJIs1 anlapaTHoro ympasneHus 6azamMu VPN, QOS ¥ MOTOKOM [IaHHBIX, YTO TI03BOJISET
K/IMeHTaM u3beraTh 3aTpynHeHul ¢ TpapguuroHHbiMu ASIC, CPU unu ¢ ceTeBEIM ITPOIIECCOPOM.

KnioueBble CBOUCTBA:

¢ BLICOKOIPOU3BOOUTEBHEBIN;

e Cepbe3HOe pelleHue A 3amuThl 0T DDoS aTtak;

e [TocTpoeH Ha BHICOKOMIPOU3BOOUTENIHHOM MHOTOSIHEPHOM U MHOT'OIIOTOYHOM IIPOIIECCOPE,
KOTOPHIX crtoco0eH 06pabaTeiBaTh 60JIbIIOE KOJTUYECTBO TAKETOB;

o AnmapatHo peanu3oBaH DPI, IPSEC VPN, SSL VPN;

e [TopmepxuBaet USB KEY ¢ RSA aytenTudukamnuein ans peructpanuu SSL VPN ceccui;

e [Togmep:KKa ypoBHel 6e30macHOM 3aluTH 5-7, TaKux Kak Java Applet, Active-X, URL filter;
e [Togmepxkka pyuaknuu anti-ARP, KoTopasi IpefoTBpaliaeT BUpyCcHble aTaku Ha ARP Tabmuiry;
e [Topmepxkka SNMP V1/V2, a Takxke npoTokoia Mapuipytudauuu OSPF;

e JnHepromnoTtpebnenue 20 Br.

XapakKTepUCTUKHU
BricTpogencTBHE

Max konnyectBo TCP ceccun 1000000
[TponyckHasi crioCOOGHOCTH 1 Gbps
I[TpomycKHasi COCOOHOCTD (TTAKeTh

64 byte) 150 Mbps
IPSEC VPN tyHHenen 4000

[TponyckHas cnocobuocTs IPSEC

VPN (3DES+SHA-1) 1 Gbps
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Transit, Route/NAT, L2/L3 cMellaHHbIN pPeXUM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit, Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SYN Flood attack defense, Abnormality packets defense, IP
fragment packets attack defense, IP abnormal parameter
detection, TCP abnormal detection, IP address spoofing
defense, IP address scanning attack defense, Port scanning
protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication,
Radius access authentication

®QuIBLTP IO KITIOYEBHIM CJI0BaM, OnmokupoBKa JAVA Applet-os,
¢unsTp URL, cimcok OTKPHITHIX U 3aKphIThiXx URL, cimcok URL
OJId [lepefadu ¥ npueMa

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall / VPN sessions synchronization, Configuration file
synchronization , Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy

Several Syslog(TCP/UDP) Server, Email, SNMP v1/v2c, VPN
tunnel monitor
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