FoxGate FS800E-8G Firewall

| MNop 3axas | [Ipou3BOOUTENE: FoxGate

Onucanue

FoxGate F800E-8G - MHOTOsIIepHEIN OpaHAMaysp, IpefHa3HadyeH OJIsl CeTel MpeanpusiTuii,
0TIepaTopOB CBSI3U U 0a3 JaHHBIX. YCTPOMCTBO JIETKO MHTEIPUPYETCS B CETh U 00nafgaeT 00MUPHBIMUI
GYHKUMSIMU 0715 3alIUTH CeTU. [laHHOEe YCTPOUCTBO MOXKeT o0pabaThiBaTh O0IbIIOE KOJIMYECTBO
KJIMEHTCKUX 3allPOCOB B HE 3aBUCUMOCTHU OT UX MPUPOMALI, TAKUX, HAIIpUMep, KakK: HacTpoiika VLAN-
oB, PPPoE, 3anpocet DHCP, punsrparusa tpaduka u gpyroe.

FoxGate F800E-8G umeer 6 nmoptos 10/100/1000Mb u 6 xkomOburnupoBarubix GE SFP mopToB nns
OJK/II0YeHUs cepBepoB B 6e3omacHyo DMZ cets. B FoxGate FB00E-8G BcTpoeH 64-OUTHEBIN
MHOTOSIIEPHBIN ITPOIIECOP C BHICOKOCKOPOCTHOM LIMHOM M7 arapaTHOTO yrnpaBneHus 6azamu VPN,
QOS u OTOKOM [IaHHBIX, UTO II03BOJIAET KIMEeHTaM u30erath 3aTpyoHEHU ¢ TpagulmoHHKMEU ASIC,
CPU unu c ceTeBbIM IIPOLIECOPOM.

KnioueBbIe CBOUCTBA:

¢ BHICOKOTPOM3BOOUTENBHEIN;

e Cepbe3HOe pelleHue A 3aluTh 0T DDoS aTtak;

e [TocTpoeH Ha BHICOKOMIPOU3BOOUTEIBHOM MHOTOSIHEPHOM U MHOT'OIIOTOYHOM IIPOILIECCOPE,
KOTOPHIH criocobeH 06pabaThiBaTh OOILIIOE KOJTHYECTBO TAaKETOB;

o AnmapatHo peanu3oBaH DPI, IPSEC VPN, SSL VPN;

[TopmepxuBaer USB KEY ¢ RSA ayrentudukanuei ang peructpanuu SSL VPN ceccuii;
[TogmepzkKa ypoBHeN 6e30macHOM 3aluTH 5-7, Takux Kak Java Applet, Active-X, URL filter;
[Mogmepxka pyuKImu anti-ARP, KoTopas npemoTBpalaeT BUpycHble aTaku Ha ARP Tabmuiry;
[Topmepxka SNMP V1/V2, a Takxke npoTokoi Mapuipytudauuu OSPF;

duepromoTtpebiaenue 75 Br.

XapakKTepUCTUKHA
BoicTponeucTBHE

Max konuuectBo TCP cecunt 5000,000
[TponyckHas ciocOOHOCTh 8 Gbps

[TpomyckHasi ClTOCOOHOCTH (ITaKeTHl

64 byte) 3 Gbps
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Transit, Route/NAT, L2/L3 cMelIaHHbIN PEXUM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit, Policy and Route based VPN, SSL
VPN access

NAT, PAT, MIP/VIP/DIP

SSL VPN access, SYN Flood attack defense, Abnormality
packets defense, IP fragment packets attack defense, IP
abnormal parameter detection, TCP abnormal detection, IP
address spoofing defense, IP address scanning attack defense,
Port scanning protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication,
Radius access authentication

®OunbTP IO KITIFOYEBHIM CJI0BaM, OmoKupoBKa JAVA Applet-oB,
¢unsTp URL, crimcok oTKpHTHIX ¥ 3aKphITEIX URL, cnucok URL
IJ1S Iepefavyy U IpueMa

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP relay
(server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall / VPN sessions synchronization, Configuration file
synchronization , Full Mesh configuration, HA communication
traffic encrypt, HA member authentication, Traffic manage,
Traffic policy
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MOHUTOPUHT U perucTpanus Several Syslog(TCP/UDP) Server, Email, SNMP v1/v2c, VPN
COOBITHH tunnel monitor

Komnaunus DEPS CchlKa Ha ToBap



https://deps.ua/katalog/ethernet-brandmaueryi/ru-foxgate-f800e-8g-firewall.html

