FoxGate FS800E-2G Firewall

| MNop 3axas | [Ipou3BOOUTENE: FoxGate

Onucanue

FoxGate F800E-2G - MHOTOsinEpHEIN OpaHaMay3p, IpegHa3HauyeH sl CeTel IPeanpusiThi,
0IIepaTOPOB CBSI3U ¥ 0a3 HaHHBEIX. ITO YCTPOUCTBO JIETKO UHTETPUPYETCS B CeTh U 00afaeT
OOIUPHBIMU QYHKUKUSIMHU [JI5 3aIIUTH CeTH. [lJaHHOe YCTPOUCTBO MOXKeT oOpabaThiBaTh OOJIBIIOE
KOJINYECTBO KJIMEHTCKUX 3allpOCOB B HE 3aBUCUMOCTH OT WX IIPUPOMH], TAKUX, HAaIpUMep, Kak:
HacTporika VLAN-oB, PPPoE, 3anpocst DHCP, punbrpanus Tpaduka u gpyroe.

FoxGate F800E-2G umeet 6 moptos 10/100/1000Mb u 2 komO6unupoBauubix GE SFP mopTa gns
IOMIKITIOUeHUsT cepBepoB B 6e3onacHyio DMZ cetb. B FoxGate F800E-12G BcTpoeH 64-OuTHEIN
MHOTOSIIePHBIN ITPOIIECOP C BEICOKOCKOPOCTHOM LIMHOM [JIS allapaTHOTO yrnpaBineHus 0azamu VPN,
QOS u MOTOKOM [IaHHBIX, YTO IIO3BOJIIET KIMEeHTaM u30erath 3aTpyqHEHU ¢ TpaguImoHHKIMU ASIC,
CPU unu ¢ CeTEBBIM IIPOIIECOPOM.

KioueBbIe CBOUCTBA:

¢ BEICOKONPOH3BOOUTENBHEIN;

e Cepbe3HOoe pelieHne s 3amuTel 0T DDoS aTtak;

e [TocTpoeH Ha BHICOKOMIPOU3BOOUTENIHHOM MHOTOSIIEPHOM U MHOT'OIIOTOYHOM IIPOIIECCOPE,
KOTOpPHIM criocobeH 06pabaThiBaTh OOIBIIOE KOJIHYECTBO ITAKETOB;

e AnmnapatHo peanu3osaH DPI, IPSEC VPN, SSL VPN;

e [TopmepxuBaet USB KEY ¢ RSA aytentudukamnuein ans peructpanuu SSL VPN ceccui;

e [TogmepKKa ypoBHel 6e30macHOM 3aluTH 5-7, Takux Kak Java Apple, Active-X, URL filter;

e [Togmepxkka pyuknuu anti-ARP, KoTopasi pefoTBpalljaeT BUpycHble aTaku Ha ARP Tabmuiry;
e [Topmepxka SNMP V1/V2, a Takke npoTokoia Mapuipytudauuu OSPF;

e JHepromoTtpebnenue 75 BT.

XapaKTepUCTUKHU

BuIcTpogencTBHE

Max xonuuectBo TCP cecuut 2 000 000

[TpomyckHas crIoCOOHOCTH 2 Gbps

ngHYCKHaH crmocoOHOCTh(IIaKeTH 64 300 Mbps
yte)

IPSEC VPN tyHHeneu 4000
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Transit, Route/NAT, L2/L3 cMmelIaHHBIA PEXKUM

Site-to-site IPSec VPN, Remote Access VPN, DES, 3DES and
AES, MD-5 and SHA-1 authentication, Manual key, IKE, PKI
(X.509), IPSec NAT transit, Policy and Route based VPN,
SSL VPN access

NAT, PAT, MIP/VIP/DIP

SSL VPN access, SYN Flood attack defense, Abnormality
packets defense, IP fragment packets attack defense, IP
abnormal parameter detection, TCP abnormal detection, IP
address spoofing defense, IP address scanning attack
defense, Port scanning protect

Security access manage, Read or Write only access, ACL,
Access type limit, SSH, SSL, Centralized Authentication,
Radius access authentication

®unbTp MO KITIOUEBEIM CJT0BaM, OokupoBka JAVA Applet-oB,
¢unsTp URL, ciMCcOK OTKPHITHIX ¥ 3aKpHITEIX URL, ciimcok
URL 151 nepepavu u npuema

RS-232, Telnet, SSH, HTTP, HTTPS, SNMP

Local account authentication, RADIUS, LDAP, MS Active
Directory, Portal

802.1Q Vlan trunk, link aggregation, PPPoE client DHCP
relay (server/client/proxy), NTP, RIP v1/v2, OSPF

Firewall / VPN sessions synchronization, Configuration file
synchronization , Full Mesh configuration, HA
communication traffic encrypt, HA member authentication,
Traffic manage, Traffic policy
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MOHUTOPUHT U perucTpanus Several Syslog(TCP/UDP) Server, Email, SNMP v1/v2c, VPN
COOBITHH tunnel monitor
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